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visibility. Among these properties, we focus on security: ”no overspending is

allowed.”
Our target protocol adopts a binary tree as a data structure of an e-cash,
D D D D D D D D D D D D D D D D D D D D D D D D D D and a payment is defined as spending a node corresponding to the amount.
It is designed so that overspending appears if a user spends a pair of nodes
D D D D D D D D Isabelle/HOL D D D D D D D D D in the same branch. Usually the other agents including a bank cannot know

a private information on payment. However, once overspending appears, the
malicious user can be identified from the information of the spent nodes, which
oo ooo®™ o o o oft guarantees security.
We adopt an inductive approach proposed by Paulson et. al to model this
protocol. However, protocols that include quantitative data such as amount of
0000000000000 000000000000000000000000 payment were not handled in their model. It is necessary to make a model that
0000000000000 Isabelle/HOL 00000000000 unifies the positional information of a node in a binary tree and an amount

0000000000 0O00000000000000000000000000 of the payment as a natgral number. In this presentatlor{7 we examine Fhe ‘ef—
fectiveness of the inductive approach on a protocol that includes quantitative
uoooooooooooboUoono eooDoiooDOoOooooooonn data. We discuss the problems that we found in our investigation.
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We make a model of an electronic cash (e-cash) scheme based on an inductive
approach and prove its security using a proof assistant Isabelle/HOL.

An ideal e-cash scheme is a protocol that satisfies the following properties: flopobooooooooooon
independence, security, untraceability, off-line operation, transferability and di- School of Science&Technology, Kwansei Gakuin University
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Fig.1 An Electronic Cash as a Binary Tree
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gooooOO0oO0o0uvu 0 BOOOOOODOODOOODODOOOOOOOOUO vOoOOooooo
oopoOoooooooo0 vo pUO0OO0O0OOOO0O0OOO0O0OOOCOOOODOODOOO
000000D0000oo0oood ney. 0O00DO0*O0UD VOODDODOODOOOO
Iy,.;00 Aj..5, 00007y,..5 0 Routenode rule 000000000000 0O0O0O
0000000000000000004;,...5, 0 Samenoderule 0000000000
gooboooOoUooooOoOoOooOoOoOoOobooOoOoOobOoOoOoOoUoOoDOoO 0g3 41---4¢ O
0000000000000 000DO0 0000000000 D0OUOd 4 (i=1,...,1)
ooboU0obOOUOOOObDOOlIO00OOOUODOUOOOUODOOOOUODODOObOODO
0000000000 00000 10000000000000000O0o0oDooo0ooooo
000000O00000o00o0O0O0O00o0o00o0ooO0oooooooooooono NOooo
ooooo P,QUODTY,.;, 0 4;., 00000000000000000O00O0O0OO
go0ooo0ooOo0ooO0o0DOo0b0 PO QUUODDODOO vODOOOOOOO BO
000000000BO PO QUUIDODODODOOOOOOODODOOOOOOOOOO
oo0o

3. 0 onoan

000000000000 Paulson 000000000 ™ 000000 DODODOOBella
0000 SETDO0O00O00OOOOY 0000000000000 ODODO000NO00OO
oooo

000000000000 COO0O0O000U000000d agent 0O0O0O00ooooo

datatype

agent = Bank — oo
| Customer nat — O0O0O
| Shop nat —Q0ogo

Customer U Shop U0OU0 nat UOOUOOOOO0OOOO0OO0OOOOOOODOCODOO

x1 000000000000000000O00OC00OO0O0OO0OO0OO0O0O00O0O0O0O0O0DOO0OOOCOOOGOO0OO
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ogoooooooooo
gbobob msg 0000000 OOOODOODODODODODODODO
datatype
—QO0o0oooboogoo
—QO0obooooboboooobuoooboog
—Qooooooog

msg = Agent agent
Number nat

Nonce nat

l

l

| Pan nat — 0000000
| Key key —aod

| Hash msg —Q0oooo

| MPair msg msg —00oOoooooo
| Crypt key msg —Q0ggd

l

NPos "bool list" — 00000000
Key 000000 key O0O0000 nat 0000000000 00OONPes OOOO0O
OO0 bool 0O0OOOODOOOOODOOOODO noyy..;, 00000000000000CO
000000o0o0o0o0o00o000MPair DOOOO0ODOO MPair X Y O {X,
vy ooooo{x, {vy, z}yp O {x, v, zy OOOOOO
00000000000000000000 event 0O0O0O0OOOODOOODO
datatype
event = Says agent agent msg — Says AB XU A0 BUO Xx0O0OO
| Gets agent msg —Gets AXDO AD X0OOO
| Notes agent msg — Notes A XU AD XxOOO
OO0000b event DODOOOOOODOOOOOOOOOOOOOOOOOOOOOO
OO0000o0oooooooooooooooooobDDODO0ODD iecp OO0OO0OO0OO

inductive_set

iecp :: "event list set"

where
yvil: —UOO0O0O0O0O0OC0cOoobOcoood
u[] G iecp”

| Reception: — B OOOOODO XxO BOOO

"[ evsr € iecp; Says A B X € set evsr |

— Gets B X # evsr € iecp"

[J]OOO0OO0OOevsr O Reception 000000000000 OOCOOOOOOOOSset
gbbobooobooboobuobbbx #xs U000 xs OOOODOO xOOOODOO
gboobboboooboboobooboobobooboboooboobooboooo
Ub00 iecp DOOODOODODODO
gbOO0000bOoobDbOO nvi1 O Reception U OUOUOODOOODOOODOOOOOO
000 OPstart, 0P1, 0P20 000 0000000000000 WPstart, WP1, Wp20 0 01
UO000000O0b0O0bOO cA Dr1,DR2, DR3, DRAUUO DO OO UOOOODOODOODOOODO
00000 porn, DOSn OO0 OO0O0O0O0O0O0OOOOOOOOODOODODODODOOD
3.1 DO0OO0O00O0O0OO0ODbOODbO
gbooooooboooooobobooooobooboooboobDobooooooboo
goboo0d0ooO0o0oooU0O0oo0obdU0obDoUoooUOboooo vogobo vooooo
000000 CoinInfo UOODOODO
O00O0O0O0OD0O0O0O0O0ODbO vPos bs DOOOOO0OOPs DODOOODOODOOOOO
0 nojy.j, 0 ji i=1,...,4) 0 0,1 00000 True, False 100000000000
0000000 20000000 000000000000000000000000
00l0oooooooooog

| cA: — 00000000000

"[ evsCA € iecp; V = Shop j;
Gets U C € set evsCA;
C = Crypt (priCK w) (Hash {Key N, Nonce b});
Gets UL € set evsCA;
L = Crypt (priSK Bank) (Key N);
Notes U (Key (invKey N)) € set evsCA;
Notes U {Number WP, Nonce b} € set evsCA;
TransWP = {Agent Bank, Agent U, Number wl;
Notes Bank {Number WP, TransWP} € set evsCA;
w = 2"1; length bs < 1;
Number DR ¢ used evsCA;
CoinInfo = {L, Key N, C, Nonce b, Number wl|;
TransDR = {Agent V, Agent U, CoinInfol ]



= Notes U {Number DR, NPos bs, TransDR}
# Notes V {Number DR, NPos bs, TransDR}
# evsCA € iecp”
oooorly,.;, 0 4,., 0000000070, ,00000000000000000
A5, 0 e 00000000000 NOOOOOODOOOOODOOOOOODDOOO
0o0ooogooooo NOOOO P,QUOOD UODODODOOOCOODOOOOOOOOO
000 Gamma 00 Lambda OO O OO0
Gamma = Crypt P {NPos bs, Hash {C, Key N}}
Lambda = Crypt P {e, Hash {C, NPos bs, Key N}}
00 Gamma 00 Lambda DO DO ODOOOOOODOODOOOOOOOOOOOO
| DR1: — UO I},.; 0 VOOO
"[ evsDR1 € iecp;
Gamma = Crypt (invKey N) {NPos bs, Hash {C, Key N}|};
Notes U {]Number DR, NPos bs, TransDR[} € set evsDR1;
CoinInfo = {L, Key N, C, Nonce b, Number w};
TransDR = {Agent V, Agent U, CoinInfol |
— Says U V Gamma
# evsDR1 € iecp"

| DR2: — V0O Iy.;, 0000000000 UOOO
"[ evsDR2 € iecp;
Gets V Gamma € set evsDR2;
Gamma = Crypt (invKey N) {NPos bs, Hash {C, Key N}};
Number T ¢ used evsDR2; Nonce e’ ¢ used evsDR2;
e = Hash {Pan (pan V), Number T, Nonce e’]};
Notes V {]Number DR, NPos bs, TransDR[} € set evsDR2;
CoinInfo = {L, Key N, C, Nonce b, Number wl];
TransDR = {Agent V, Agent U, CoinInfol |
—> Says V U {Number DR, Pan (pan V), Number T, Nonce e’[}
# Notes V {Number DR, e}
# evsDR2 € iecp"

| DR3: — UO Aj, ;0 VOOO

"[ evsDR3 € iecp;
Gets U {Number DR, Pan IDV, Number T, Nonce e’} € set evsDR3;
e = Hash {Pan IDV, Number T, Nonce e’[};
Lambda = Crypt (invKey N) {e, Hash {C, NPos bs, Key N}|};
Notes U {[Number DR, NPos bs, TransDR[} € set evsDR3;
CoinInfo = {L, Key N, C, Nonce b, Number wl|;
TransDR = {Agent V, Agent U, CoinInfol| |

— Says U V Lambda

# evsDR3 € iecp"

| DR&: — VO A, , 0000000000000000 BOOO

"] evsDR4 € iecp;
Gets V Lambda € set evsDR4;
Lambda = Crypt (invKey N) {e, Hash {C, NPos bs, Key N}|};
Gets V Gamma € set evsDR4;
Gamma = Crypt (invKey N) {NPos bs, Hash {C, Key N}|;
Notes V {Number DR, NPos bs, TransDR} € set evsDR4;
CoinInfo = {L, Key N, C, Nonce b, Number w};
TransDR = {Agent V, Agent U, CoinInfol ]

= Says V Bank (Crypt (priSK V) {CoinInfo, NPos bs, Gamma, Lambdal)

# evsDR4 € iecp"

vO000O0O00000000{CoinInfo, NPos bs, Gamma, Lambda} 00000000
U0 Bank 00 00O0O0ODODOOOODODOOO0ODODODOOOC CeinInfo OOOODOOOOO
NPos bs UODOOO0OOOOODOONGamma 0 Lambda OO0 OODOOOOOOOOOO
gooboboooboboobobooooooboooooo
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gbobooobooooboooobooooooooobooooobooooboonDoOonon
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0000000000000 00YY0000D00000000000000000000
J0d0oooooodo0o0oooooooooooo0ooooooooooooooo
0000000000000 00oo0OooOnOOdRoute node rule 0 Same node rule
g0o0o0obOOo0o00O0boOoOoO0OoobDDoOoDbOO0OU0bDObC vub Key POODODODOUDO
OoooOD00O0 Pan (pan U) OOOOOO0OOCOOOOOOOOOOCOOODOOOOO
OO 0O0ORoute node rule 0 Samenoderule 0000000000000 0OOOOOOO
oooboo
theorem overspending:
"[ evs € iecp;
dbs Gamma Lambda.
{[CoinInfo, NPos bs, Gamma, Lambda]} € knows Bank evs;
CoinInfo = {L, Key N, C, Nonce b, Number (2°1)};
payment_amount 1 (payment_node CoinInfo evs) > 271 |
—> devl € set evs. Jev2 € set evs.
check_overspending CoinInfo evl ev2"
knows A evs 000000 evs 0ODOOODOODODOO AODOOODOODOODO AO
Says, Gets, Notes 1000000000 OOCOOOOOOOOOO payment_amount 1
bss 0 2 000000000000 00O00000 bss 0000000000000 O0
000000000 payment_node CoinInfo evs DO OO OO evs OO CoinInfo OO
000000000oo00ooo000ooo000oooDo000oo0Oddn Bank O
00000 CoinInfo D0DO00DDOOODODOO 22 00000000000000O0
UO000D00D0 check_overspending UUUUOUOOOOOOOO0O0O evli O ev2 O
CoinInfo 000D O0ODOOCOCOOUOO20000000 Route node rule 0 Same
noderule 0000000000 0DOODOOOOODOO 200000000000000
O00O0OC0OOCOOOoOoOOoOoOooDOoOODOODDDODORoute node rule O Same node rule
000000oooooooobobbbbOOO0O0000ggOdcheck_overspending U
ooooooog
definition
check_overspending :: "msg = event = event = bool"
where

"check_overspending CoinInfo evl ev2 =

(3X1 X2 bsl bs2.
X1 # X2 A
evl = Gets Bank X1 A
ev2 = Gets Bank X2 A
pick_NPos CoinInfo X1 (bs1,True) A
pick_NPos CoinInfo X2 = (bs2,True) A
check_sublist bsl bs2)"
check_sublist 00000000 20000000000000C0000O0OOOODOD
ocoooOOoOoocooOoOoO0O00O0O0OoooOOOObOOODOOOO0OO0O0OCOOODODOO0O
O00O000 True 000000000000C0ODOOO0O0O0OOOO bs1,bs20000
Oooooo0o0ooooooooooooooon
OO0O0O0DO overspending O0DODOOO0OOO0COODOOOOCOOODOOODODO
check_sublist 0000 20000000000000000000000O0ODO

lemma case_of_exists_sublist:

”[[ max_list (map length bss) < 1;
payment_amount 1 bss > 271 |
— ex_2elem_list check_sublist bss"
max_list 000000000000 00O0O0OOIength OOO00O0OOOODOOODO
O000Omap £f xs 0 00 f0000 xs JO00OO000O0O0O00O0O0DOOOOOOODO
J0O0b0o0O0obD0oDOoDOobbOObO0 pssD0000DOOOODODODODODOD
[000000000000000D000000 220000000000 check_sublist
bobobo 20b0b00b00boooboooooooo
gboobooooobooboooboobooboboooboobooboboboooboo
gboobooooobooboooboobobooooboooobobbobboboooo
gboboboboboooooooobobobooboo
gbooboobooobobooobooboboooboboooboob0obboOo0bO bss
00000000000000000 2 00000000000000 bss 00000
0000000000 10000000 all_node_mapping 1 bss JODOOOOO 20
O0oooOdO0Oo0obooOD100000000 [True, False, True]l] DODO0O neoio O
O0OO0O0O0O00200000000 [False] 0000 ny OOOOOOODODODOOOODO
0000b00bO00bO0obO00b0On all_node_amount DO OOO0OOOOODOOODO



all_node_mapping 3 [
[ True, False, True ],
[ False ],
[ True, True]
[ True, False, True ],
[ False, True, True] ]

0 2 all_node_mapping OO0

U payment_amount OO O OOMO
lemma payment_amount_eq_all_node_amount:

"max_list (map length bss) < 1

— payment_amount 1 bss = all_node_amount (all_node_mapping 1 bss)"

O000000OO00ORoutenoderule 000 Samenoderule 000000000000
000000 check_doublespending 00000000000 case_of_exists_sublist
goboooobooooooooooooboooooooboooobooooboooboobooo

lemma overspending_imp_doublespending:
"all_node_amount t > 2 ~ depth t
—> check_doublespending t"

depth OO0O0OO00O0O0O0O0O0O0COO0O0O0O0O0O0OCOO0OCOOOOOO0OO0O0O0OA0
000 0ORoute node rule 000 Samenoderule 00 000000000000O0O0O

OO0000 case_of_exists_sublist U0 U overspending_imp_doublespending [
U0b0b0000000 payment_amount_eq_all_node_amount DO 0 O0OOOOOO0O
oo

lemma doublespending_imp_exists_sublist:
"[ max_list (map length bss) < 1;
check_doublespending (all_node_mapping 1 bss) |
— ex_2elem_list check_sublist bss"

7

O0o0o00oooon pss DO0OO0OODOODOO0O0O0O0O0O0OOOOOOOOOOODOO
Route node rule 0000 Same noderule 00000000000 bss OO check_sublist
0000 2000000000000000000000O000O0 case_of_exists_sublist
Ubo0bOobO0obOobObO0 overspending UOODOODO

5. O g

ooooooooDboOOoOOObOO0OO0OO0O0O0020000000000000000C0O0DO
OO0 check_doublespending DU O UOOOUODOOOOODOO check_sublist ODOODO
000 20000000000000000 doublespending_imp_exists_sublistl[
00000000 overspending 000 O0O0OOO X1 # X2000000000000O
check_doublespending U check_sublist OO DO0OOO0ODODODOOOODODOOOO
0000000 pss OOO0O0O0O0O0O0ODODOODOOOOOODODOODOOOO0D evs O
OO0OOOOOOOOOD0O pss0000O0O0O0Pss 0O0O0O0O0O0O0O0O0O0O0O0O0O0OOO
oooo0OO0O00000000o0000oooOO0O0O00000000o0oOO00O0000000
gooooooooooooooooOoooooocoO0ooooOobooOooooooooo
ooo0O0o0o0oO0oo0o0ooO0O0O0000oooooOoOoOO0OoooooooOoDODoOoOoo
ooo0O0o0o0o0ooOoO0O00000ooooOOOO00Cc0o0oOoooooooOoDOoOoOoo
0¥000000000000000000000000000000
oooo0oO02000000000000000CC0CODOO0O0OOOO0OO0OOOODOO
gobooobooboooobo0 noOOOOO0 Oo0OODOOODOOODOODOODOODOO
oo0OoooooooooO0o0oooooooooooooooooooooooooooo
ocooooobooobobobboboooLbLoUoUoOU np ODOODO 1 ODODOOOOOO
000000 [False] OOOO0O0O0O0O0O0OOCOOCOOOOODODOOOOOOOOOO
oooooOO0ODO0O00000000 [False] 00000 2000000000000
ooooooooooo
oooooooooooooobooooobOOo0o0oooOobOO0oOooooOobOoooooODObO0On
oooo0O00000o0o0O0000o0o0O00o0oooooooOooOOb000o0ooooOooO0O0O0n
oooO0O000O0o0O0O00000000000000000000000000OO0O00O0
gooooooooooooooooooooooooooooOoOOOObObObObObBboo
O00Xx1 # x20000000000000000000O00O0OO0OOOOOOCOO
00000 overspending 0000000 O0O0O0000O0O0OCDDDODO x1 000 x20
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0000000000000 000000000 3x1,3x20000000000
gb0OO00000 overspending UU0DODO0ODODOOOODOOO0OODOOOOOOOOO
/\ bs1 bs2.
[ evs € iecp;
oooo
bsl € set (payment_node CoinInfo evs);
bs2 € set (payment_node CoinInfo evs);
check_sublist bsl bs2 |
—> JevliE€set evs. Jev2cset evs. check_overspending CoinInfo evl ev2
00000000000000 bst,bs2 0000000000000
lemma pick_NPos_in_bss:
"bs € set (payment_node CoinInfo evs)
—> dX € knows Bank evs. pick_NPos CoinInfo X = (bs, True)"
00000000oooooooooooooo
/\ bsi bs2.
[ evs € iecp;
oooo
bsl € set (payment_node CoinInfo evs);
bs2 € set (payment_node CoinInfo evs);
check_sublist bsl bs2;
JX1€knows Bank evs. pick_NPos CoinInfo X1 = (bsl, True);
JX2€knows Bank evs. pick_NPos CoinInfo X2 = (bs2, True) |
—> JeviEset evs. dev2cset evs. check_overspending CoinInfo evl ev2
OO0 x10x200000000000000000000000000000000OO
ooboboooooooOOo0o0ooooooooooObOOOooboOoObOOOO0O0O0 20000
oooooooooooooooooboooooooooooooooooooon
oooooooooooooooooooooOoboO0oOooooOboOoo0oooOobO0Ooon
oooooooooobOO0O00O00oobo0ooooooOobOOO0ooO0oooboooOooOoOnon
ocoooooooOoooobOOOooooobOOO0OoOooooooOOOoObOOoOoOooOoOOon0On

oobooooobooooooooboooooooOOoOoOoOOoOobOoOoOoDbOOoOobboOooDoboo

gbooobooooooboooboooooboooobooooooboboobobooOooooDo

gbooboobobooooboboooooobobobooboboboboboboobooooo
gbobooboboobooboooobooboboobooboboooboboobobbooon
gbobobobobobobooooo

6. 0 0O0ODO

00000000000 Isabelle/HOLOOOOOOOOOOOOOODOOOUOOOOO
doooboooodoooobobooooobooooOoobooooooobooOoboOoosbon
00 2000000000000000000000000O000O0O0O0OIsabelle/HOL O
oooooboboooooooooboooooobooOobooOoooOoOoOoboOoOoOobOooooOooDon
oooooboooooobooooboOoboooooobooOobOoUoOoOoo sbObOooooDbboOoo

ggbooooboooooooooboooooooboOoboOoooooDOoboOoooooon
goooboooooooooooobooooooboooooooobooboobooOooooDoon
goooooooooooooboooooOoooooboooOooooobooboOobooooooDoon
oobooooooobobooooooobooooonon
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