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Detection of Vulnerability Inducing Code Elimination

by Compiler Optimization Based on Binary Code Comparison
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1 Kwansei Gakuin University, Gakuen 2-1, Sanda, Hyogo, 669-1337, Japan

Abstract In this paper, we propose a method to detect vulnerability inducing code elimination by compiler opti-
mization. It is reported that security codes, which are intended to protect programs against invalid memory accesses
or to scrub secret information in memories, can be eliminated by compiler optimization. This paper attempts to
detect such code elimination by binary comparison. A pair of binary codes are generated from a given source code
and are compared; one is obtained with a typical set of optimization options and the other by suppressing the
problematic optimizations. Since the two binaries are often too different to reveal the code elimination, comparison
is done focusing on specific instructions. When the code elimination is detected, the source code is minimized to
identify the code fragment that caused the difference. A detection tool implemented in Perl 5 has been run on 5
programs consisting of about 200 to 51400 lines, to detect one case of guard elimination and two cases of dead store

elimination.

Key words Software vulnerability, Compiler optimization, Guard elimination, Dead store elimination
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int sub (int n){ typedef struct{
int a[SASIZE];
int x;

} str_t;

int size = BASE + n;
if(size < n) error();
char* p = malloc(size);
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int sub(str_t p){
int y = p -> x;
if(p == NULL) error();
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int z = p -> a;
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char* getPHash (){
char pwd[64];
char *shal = (char *)malloc(41);
fgets(pwd, sizeof(pwd), stdin);

memset (pwd, 0, sizeof(pwd));
return shal;

}
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NoGuard.c
1: int main O{
2: int i, s, n = 0;
3: scanf( "%d", &s);
4: for( i = 1; i <= s; i++ ) {
5: n=n+ ij;
6: if (n == INTMAX) { break; }
7: 0}
8: ...
9:}
() 0000000DO0O0DO0O0ODOOO
02 02 fwrapv
sub $0x18,%rsp sub $0x18,%rsp
lea 0x1d9(%rip),%rdi lea 0x1f9(Yrip),%rdi
mov %fs:0x28,%rax mov %fs:0x28,%rax
mov Y%rax,0x8(%rsp) mov Y%rax,0x8(%rsp)
xor jeax,%eax xor jeax,%eax
lea 0x4(Y%rsp),%rsi lea 0x4(Y%rsp),%rsi

callg 5b0 <__isoc99_scanf>
mov 0x8(%rsp),%krdx

xor %fs:0x28,%rdx

jne 60c <main+0x3c>

xor %eax,%eax

add $0x18,%rsp

retq

callg 5a0 <__stack_chk fail>
nopw %cs:0x0(%rax,%rax,1)
nopl 0x0(%rax,%rax,1)

callg 5b0 <__isoc99_scanf>
mov 0x4 (%rsp),%hecx
mov $0x1,%edx

mov $0x1,%eax

test %ecx,%ecx

jg 6la <main+Ox4a>
jmp 621 <main+0x51>
nopl 0x0(Jrax)

add ‘eax,%edx

cmp $OxTELEfEEffff,%edx
je 621 <main+0x51>
add $0x1,%eax

cmp %ecx,heax

jle 610 <main+0x40>
xor %eax,eax

mov 0x8(%rsp),’%rdi
xor %fs:0x28,%rdi
jne 638 <main+0x68>
add $0x18,%rsp

retq

callqg 5a0 <__stack_chk fail>
nopl (%rax)
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JAFUL JAFU2
;.main> <main>

callg <fprintf> | lcallg < memcpy>
callg <memcpy> Hcallg < fprintf > .
callg <exit> callg < assert_fail>

callg <strcpy>

callg <strcpy> )
[callg <exit>

<subl>

<sub1l>

05 0ooooooooooooooo

INAF U1 INAF2

;.main> <main>

callg <fprintf> mov %eax, 0x30(%rdx)

mov %eax, 0x30(%rdx)>Trcallg < fprintf >

mo”v %eatx, 0x30(%rip) ~| m0V|O/§0X0.gX;OI'(’{;rS_Q)l

callg <strcpy> mov %eax, Ox ri
a Yz — callq <strcpy> P

<sub1l>

/

I
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OpenSSH 51.4 6 2
OpenSSL 30.1 0 0
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1:...

2:if ( x->type == token_STAR) {
3: int count = O;

4: while (x -> type == token STAR ) {
5: count ++;

6:

T:

8: if (count == 1) { ... }

9: else if (count > 1) { ... }
10: else { assert (0); }

11: ...

() 000000

02 02 fwrapv

jmpq 402250 <parse_assign>
mov %ebp,%rod

mov %ri4,%r8

jmp 4022b3 <parse_assign>
mov $0x40535a,%esi

mov Y%rbx,%rdi

callq 401270 <syntax_error>
mov $0x40534a,%esi

mov %rbx,%rdi

callg 401270 <syntax_error>
mov $0x405540,%ecx

mov $0x57a,%edx

mov $0x405226,%esi

mov $0x405260, %edi

callqg 4009a0 <__assert_fail>
mov $0x405540,%ecx

mov $0x561,%edx

mov $0x405226,%esi

mov $0x405260,%edi

callg 4009a0 <__assert_fail>

jmpq 4021f0 <parse_assign>
mov %ri13d,%r9d

mov %ri4,%r8

jmp 402246 <parse_assign>
mov $0x40530a,%esi

mov J%rbx,%rdi

callq 401230 <syntax_error>
mov $0x40531a,%esi

mov Jrbx,%rdi

callq 401230 <syntax_error>
mov $0x405500, %ecx

mov $0x57a,’%edx

mov $0x4051e6,%esi

mov $0x405220,%edi

callq 4009a0 <__assert_fail>
nopl (%rax)

nopl 0x0(%rax,’%rax,1)

(b)-02 00 (c) -fwrapv -O2
08 mecOOOO (DO)

oooooo.

OpenSSH OO, 0000000000000O0OC 6000,
godgd,200000000000000000000. 0
bogoobbboooobobbuoooobbbooooo
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gbobooooboo. 000, 12000 =xdigest_type OO
JgobodoObOoO0ObObOoO0obDOoOo0obObOoOoboooobooOoon
000. 4000000 -fno-dse, -fno-tree-dse 00 000 O
J00boooooo0obobOooobobooononO, movdOd
doooooobobobooooooooaa.

OpenSSL OO 00O00OO0OOOOOODOODOO.

libpng 00 100000000 700000000000
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000000000000 fwrapv 0O00OOOCOO0ODODOOO
0o0Do0o0ooO0O,clD000DOOODOOOODODO. OO
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1:...
2: switch (key -> type) {
3: case KEY_RSA:
4: ...
5: Dbreak;
6: case KEY_DSA:
T
8: Dbreak;
9: ...
10: default:
11: *algorithm = SSHFP_KEY_RESERVED;
12: *digest_type = SSHFP_HASH_RESERVED;
13: }
14:.
(000000
02 02 fno-dse fno-tree-dse

cmp $0x1,%al

je 68 <dns_read key>
cmp $0x2,%al

je e0 <dns_read_key>
movb $0x0, (%rsi)

jmp 36 <dns_read_key>
nopw 0x0(%rax,%rax,1)
movb $0x3, (%rdi)
movzbl (Jrsi),’%eax
test %al,%al

jne 9a <dns_read key> jne 9a <dns_read key>
jmpq 2a <dns_read key>| |jmpq 2a <dns_read_key>
nop nop

movb $0x4, (%rdi) movb $0x4, (%rdi)
movzbl (Yrsi),%eax movzbl (Yrsi),’%eax
test %al,%al test %al,%al

je 2a <dns_read_key> je 2a <dns_read_key>
jmp 9a <dns_read_key> jmp 9a <dns_read key>
movb $0x0, (%rdi) movb $0x0, (%rdi)

jmp a2 <dns_read key> | lmovb $0x0, (Y%rsi)
nopl (%rax) jmp a2 <dns_read_key>
L. nopl 0x0(%rax,%rax,1)

cmp $0x1,%al

je 68 <dns_read_key>
cmp $0x2,%al

je d8 <dns_read_key>
movb $0x0, (%rsi)

jmp 36 <dns_read_key>
nopw 0x0(%rax,’%rax,1)
movb $0x3, (%rdi)
movzbl (%rsi),%eax
test %al,%al

(b)-02 00 (c) -fno-dse -fno-tree-dse -O2
09 OpenSSHOOOO (00)

Oooo0oO0oODoDo0OO00,O0penSSHOOOO movOOOODO
gobooooboocoooooon.

5. 0 0O O

goog,000b0oboooobobooooobooooooo
goboooo,obocoboooobocoboooooboocoooa.
goooobooooobooogobooo,b0oboooooobo
00000000000 0oo0o0ooooO. o0 STACKOO
gobooooboooooboooooobbooooboon.
goodoooooo,boooboobooooobooooooo
goboooobooooooooooooboboooooooo.
O g
oooooooooo,0o0o0oooboooooo,0ooDooo
uoboooobooooooboobooooog.
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