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Mutation-Based Fuzzing Using Data Structure Captured via Data Generator

Noriyuki NAMBA" and Nagisa ISHIURA"
1 Kwansei Gakuin University, Gakuen 2-1, Sanda, Hyogo, 669-1337, Japan

Abstract This paper presents a method to enhance the performance of mutation-based fuzzing by inferring the data structure
of seed data from the behavior of data generator programs. Although mutation-based fuzzing is a versatile test method, it must
be armed with feedback from the target program or information regarding the format of the test data. In the proposed method,
an appropriate program that can generate data of the format under test is run under the control of a debugger to construct a
dynamic call graph regarding functions for data output, which is regarded to represent a grammatical structure of the data. By
using the information, mutation such as deletion, exchange, duplication of the data at coarser grain level become possible. A
fuzzing tool has been implemented in Ruby, which triggered more errors than a random mutation tool on png to bmp conversion
of ImageMagick 6.9.7-4 and wav to mp4 conversion of ffmpeg 3.2.3.
Key words Fuzzing, Mutation Fuzzing, Data Generator
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