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Mutation Fuzzing Based on Type Estimation of Data Items Utilizing
Data Writer
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T Kwansei Gakuin University, Gakuen 2—1, Sanda, Hyogo, 6691337, Japan

Abstract This article proposes a novel way of acquiring information, which is used for enhancing efficiency of
fuzzing for software security, from data generation programs. Although mutation-based fuzzers are generally easier
to implement and more applicable than grammar-based fuzzers, they face the challenge of low data quality. Better
results may be attained by providing information on data formats or grammars, it requires quite a human effort.
Our method runs an appropriate data generation program under a debugger to record the size and the numbers
of the data items as well as their values at every call to data output subroutines. Then data items are effectively
mutated based on the guess about the data format from the information. A prototype system based on our method
has been implemented in Ruby 2.5.2, which demonstrated higher error detection ability than a rundom fuzzer.
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