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Reinforcing Generation of Instruction Sequences
in Random Testing of Android Virtual Machine

Ryotaro SHIMIZU' and Nagisa ISHIURA
1 Kwansei Gakuin University, Gakuen 2-1, Sanda, Hyogo, 6691337, Japan

Abstract This article presents a method of reinforcing generation of instruction sequences in random testing of
the Android virtual machine (VM). A mutation based random test generation method, in which input DEX (Dalvik
Executable) files are generated by randomly mutating some bytes in existing valid DEX files, ends up with low
efficiency because invalid DEX files are rejected by the VM’s verifier. On the other hand, in a generation based
method, which generates only valid DEX files that pass the verifier, did not incorporate enough number nor enough
variation of instructions and class fields. In this article the latter method is extended to provide test files with
larger number and variation of instruction and class fields. More than one methods are generated in a byte code
to increase the total number of instructions in a file. A top-down generation procedure is employed instead of the
bottom-up one to make it easier to afford variety of instructions and operands. The field information in the file
header is modified to randomly change the types and modifiers of class fields. A test system has been implemented
in Perl 5 and the VM of Android 9.0 have been tested. Although no error has been detected so far, it is expected
that the tests provides a wider coverage.
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000000,0000000000000000000°7%,

000000oo0oooooo, Android D00O0OOCOOOOO
ooooo.

Android 0 Linux 0000, 00000, Android D OO0
O,0000000000000DO00O00bO00oDOoDooooon
O00. Android D0 OO0D0OOO0O0O0DOOO, Android DO OO
000000000o00000ooooo0o0Ooo0ond. Android
0o00oooOo0o0o0o -0o0o0bo0o0o0oobobooooooo
gobo,00bo0booboobg,bbooboobooo
gooooag.

J0do0o0O0o00oboO0o0oobooobDbooooooono
gooooboo,0boobooboobo,cboobooo
gooooooboboobbo0ooooo,oogoooooo
OoooooooOo,000o0bboo0oboboooooooa
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DexFuzz[1l] 00O, Android 0000000000 DOOOO
g00 bDEX OOOOOOOoOooooobooooooo,
Android 00O0O0OD0OOO [20000UDOUOODOO.
000 DEXODOODODOO0OO0DDOOO0OOoDOOoOoooooooao
goooooo,0ooobobobobbobooooooooooboobo
0oooOoooooooo,bEXO0O0O0Oooooooo. d
0,30000000000000O0O0O0DOO,000000
ogoooooooo. obogo,oooboobbobboboboboo
ODEXOOOOOOO,0000000000000 10% 0O
000, 000d00odgoooooon.

OO0 @B0o0,000000oo0ooouoooooooo
O,DEX 000000000000 100% 00000oooan
gooobobobo. obbbooooobbboooooboobo
O0,0000000000b00,0b00b0ooboooboooo
O0.000,000000 10000b0000000O0DOO
oooooOoUooOo,000ooooooUooo (coo
0oUoo0ooo0o)0oUoooUooUoUoUoUoOoUooUoo
oooooooooooooo.

o0ooo,00@Boooooooo0oon,o0oooo
0ooooobOoooooooooooooooo. oooo
O, 000000000000 00000O0, 100000 oao
gooooboOoobb. ooboooboooobooooo
JoooooobobobObbOOo0o0ooO0,0oooooooobo
gooogooo. obo,oooooobobobbobbbobobo
goooooooobobbooooog,oogoooooo
godboooOoobooooboooooaa.

00,0000 200 ARTOOD,DEXOO0OOO,000
Android DO0O0O0O0OOODOOODOOOOOOOOOOO,30
gooodooooo, oo, ooooboooobboooood
gooboooo.400000000D00DO0DOOODO,50
goodooooooooooboooag.

2. J0bOOoOooboooboooo

2.1 Android O0O0OO0O0 ART O0OO

ART[4] 0 Android 00000000000 UO0OOOOOO
00000000000000. 000 Dalvik VM[5] O An-
droid 0000000000000 0OOOO, Android 5.0 00

0 O 200 https://techcrunch.com/2017/05/17 /google-has-2-billion-users-

on-android-500m-on-google-photos/ (accessed 2019-01-26)

ART
dex2oat

— Write OAT
Filtering ELFE ]"’ natve + dex

DEX [ Verifier

/ backend compiler
Extracted | £ R Zi2 | Native
DEX Code VM
14

0 1: ART OO0 [6]

OO0 ARTOOOOOOOO. Dalvik VM O,0000000
0000000000000000000 JIT (Just-In-Time)
000000000000000,ARTO ODOOOODOOO
0000000 AOT (Ahead-Of-Time) DO0OOODOOOO
gooooooo,000obo0o0ooboooooooooon.

ART 0D0DO0O[6 00 1000. DEX (Dalvik Exe-
cutable) 00000000000 OOOO Android O OO
000000000000, OO0, dex20cat DOOOOO0O
(Verifier) 0 DEX OOOOOOOOOOOODOO. ODOOO
gooooooooooooooooooooooobooog,
gogbobooboboboobbooobboooboooobbo
U.0ooo,bcoooooooooooooooobooboooo
gooooo,0boooobooooboboooboooo
cooooooobooOooobooooobooOonO. bEX OO
0000000000, 0000000 (Filtering) 0O0OO
gooooooooooooboooooobooobooooobooobog.
goobobobooo1l10o0doobooooooooooooooo
gboooooocooooo. oo,100000000000
ggooooboobobobo,boboodooooobobobobog
uobooobOob0o. cobooboooboOoOooOo0oOooOoooo
0000000000000 (backend compiler) 00000
(IR)000OoO0OO0OooOO0ODOO,IRO0O0UOO0O0O0OOOO0
ooooO0. 0D00,00000C0C0000D0 DEXOODO
0000000000 ELFO0O0OO0O0OOOO0OO0O0 OATO
gobo,0o000boo00o0oocooo.

gooooo,01b0000000,00000000D000
g,000o0o0oooooo.

2.2 DEX 00000000

Android 000000 O00OD0OOOOOOOO,000000
OO0 65536 00 320000000000000OD0OO. O
oboocoooooobooobooooo,ooo0 100000
00 (move-result v3)0 20000000 (add-int/2addr
v3, v5),3 0000000 (add-int v3, v5, v6) 0O OO
oo. ooO,b0co0000o0coboo0oooobboooocoobooo
0~15, 0~255, 000 0~65535 00000000, 00000
goo.

int 000 3200000000 100000000000
OO,long000 640000000 OO0OOODO (ODOOO
000 2000000)000000.00000DOOOOO
gooooboooo,0ooocobooooboobooboooo
goooodooodo. g, obooogog
uobO 32000000000000000O000O000O0O00
o0,00000000000,DEXOO000DO0C00O0DDOO
goooooood.

goooooobcooooooboooooooobooObooo
ooooooobooo. OO0, 000000000D0O
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header

string_ids

type_ids

proto_ids ol

field_ids B A IR B R
method_ids XFHNT—4

class_ids 74— )L RIEER

data

02 DEXOOCOOOOO

(invoke-static) DU OO 0O0OOOOOOUOUOOO
00 (sput,sget) U0, 0000000000000OO0OOO
goooooooooo. goo,obbobbobbobobobo
0000ooo0U0oo0ooo0ooooUoooo. oo,0o00oo
00000000ooooooooooooooooooon
oooooopoooooOoOOo.opoooooooooooo
o0ooooO0oo0oUoO0OoO,0000ooooooooo,ooo
ooooogod.
odooooooUoopooooOooooo,ooooooo
00ooooooooooo,oooooog.
2.3 DEXOOOOOODO
DEXOOOOOOOODO,0o0ob0ooo,ooooog,
000000000000 00000. DEXOOOODOOOoO
00000 2000. DEXOOODOOO Header, String_ids,
Type-ids, Proto-ids, Field_ids, Method-ids, Class_defs, 0 O
0O Datal 800000000000 O. Header O ODODO
o0oDooooOooooooooooOoO,0goooogoo
0000O00000oO0o0O0oO0oOoo. bataD0OOOODOODOO
0000o0o000,000000,0000000000000
O00.00000C00000oooooooooooooo
00000o0oo00ooooooOoooooooooooo, o
O0000O000bOoOO00oDOOo bEXOOOOODOOOoOooo
O00oooopooooo. Jooooooooooooooo
0000000000000 0 1 0000000000000
0 0. String_ids, Type_ids, Proto_ids, Field_ids, Method_ids,
000 Classdefs00000000O00OOOOOOOOOO
00000000000000000. Stringdds 00000
O Data 00000000000 OOODODOODOODOOOOO
0000O0OO0O0O0oDOO0OO000. Fieldids 0O0O0O0Q0OOOOO
Ooooooooodooooooooooboboboooooa
00o0oooo0o0,000ooooo0uoooooooooo
1000000000000000.
2.4 ART OOODOOOO
ARTODOUOODOOUOOOOO[]B)OOO.
O0[o0,000 DEXOODOOODOODOOODoOooo
000000 ARTOOOOOOODOOOOOOOOOoOD. o
0000000o000ooooooO0,000 bEXOOODOO
0000,000000000000000000 IDO0OO
ooooooooOooooUooo,bEXOOOODOOOOO
O00.00,DEXO0000OO 3000000000000
0oodooooobooo,0boobooooooo. ooooad
00,189 0000000000000 0O0,0oooooo
DEXOOODO0OODOODOOOOO0DOO0OO0ODOO DEXOOOO
00 10% 000,000000000000000.
oo0o0oO0,00@B)oo0,0000000 100% 0000

DX ODooooooooooooooooo. ooobooo
000 DEXOOODOOOOOO0ODOOOOO00,000000
OO00O00O00o0o0oDoOo ARTOOOOOOOOOO. O
goodbooooobooooooooobooooo,bboooo
goooboooooboooooboooooboo,oboooo
00000 (0boUoo0ooooo)0ooooooooooo
O.000000,00000 DEXOOOOOOOOODOO
0100% 00000000000, ARTO000000O0O0
o0oo0.0o0oo0ooo, )ooooooooooooo
000 1000000000000 UO,00Uoooo,2)3
goboooooboooobooobooooooobooooDooboo
00,3)000000000 2000000000000, 0
goboooobooooboooooboooooooboooooboo
oooog.

3. ARTOO0OO0OODOOODOOCOODOOOO
godg

3.1 O O
0000,00[(30000000,00000000000
0000000000000000,ARTO00000000
OOoOoOoO0000O000. 000000,0 10000000,
00000000000,00000000000

dex20at 0 1000000000000000000000
0,00000000000000000000000. OO
00 003001 0000000000000000000
00,0000000000000000000000,100
000000000000000000000. 00,000
0000000000000000000000000000
000,000000000000000000000000
000. 00000000 DEXOOOOOOOOOO0O000O
00000000000000000000000,0000
000000000000000000000000.

3.2 000000000
00000,000000000000000000, main
0000000000000, 00000000000000
main 00000 3000000000000,000000
0000000000000000 main 000000000
ooooooo.
0000000000000000000000,DEX OO
0000000000000000000000000000
000000.000,0000000000,0000000
0000000000000000000000000000
000,0000000000000000000000. O
0000000,00 (3 000,0000000000000
Java000O00D0O0OCOOO0O0O0O0OO0OCOOO DEXOOOOO
00000000,0000000000000000000
00000000000000,00000000000
000,0000000 JwadOOOOODOOOOOOO,
00000, 0,000,0000,000000000000
ooooo.

3.3 000000

00 [300000000000000000,000000
0000000000000000000000000000
0000O0. 000 ARTOO0,0000000000000
00000000000000000. 00000000, 0
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[000240] seed.<clinit>:()V

// (1) 00000000
0x0000: const-wide v0, 3872
0x0005: sput-wide vO, field@0020

0x3824: const v0, 2983
0x3827: sput vO, field@2309
0x3829: return-void

() 00000000000

[00029¢] seed.<init>: OV
0x0000: invoke-direct {v1}, method@0001
0x0003: return-void

(b) main 00000000

[0002b8] seed.main: ([Ljava/lang/String;)V

// (1) 00000000
0x0000: const v0, 23494
0x0002: const-wide vi1, 123

0x1131: const-wide v65523, 2142
0x1136: const v65530, 842

// (2) 0000000000

0x1139: add-int v12, v234, v75

0x113b: div-int/2addr v9, vi5

0x113c: sput v21, field04341

0x113e: invoke-static {v0, v4, v5, v8, v9}, method@0007
0x1141: move-result v20

0x4251: rem-long v231, v167, v55
0x4253: if-eq v14, v8, 12

0x4255: div-long v174, v223, v87
0x4257: move-wide/16 v14655, v10
0x425a: rem-int/1it8 v223, v91, 90
0x425c: return-void

// (3) O0O0O0OOO0O0O
0x425e: crashes 32

0x4260: 0x113b - 0x113c
0x4262: Ljava/lang/ArithmeticException; —-> 0x113c
0x7601: 0x4251 - 0x4253
0x7603: Ljava/lang/ArithmeticException; -> 0x4253
0x7605: 0x4255 - 0x4257
0x7607: Ljava/lang/ArithmeticException; -> 0x4257
0x7609: 0x425a - 0x425c
0x760b: Ljava/lang/ArithmeticException; —-> 0x425c

(000000000
030000 DEXOOOOODOOOOO

0000000000000000O0O0. 00000,000
00000000000,3000000000000000
0oooooooooao.

00000000 DEXOOOODOOOOO0OO0ODOO0O00
0000000003000, 0300, (1)00000
000 ((a) 0 00000 0x0000~0x3829, (¢) 0 00000
0x0000~0x1136), (2) 0000000000 ((¢)0 0D0ODO
0 0x1139~0x425c), (3) 00000000 ((¢) 0 00000
0x425e~0x760b) 000000000, 000000 O0DO00
00, (a) 0 DO0O0D00O 0x0000~0x3829 000000000
00000, ()0 00000 0x0000~0x1136 000000
0ooooooooo.

000000000000000D00000.
1. 0000000000000

00000000000000000000.

() 0000000D0D000000D0000 100000.
(i) () 000D0000000,00000 (0000,000
00000,000)0000000000.

000,03 ()000000 0x11390000000,00,

()0 int 000000000 add-int 000000, (i) O

0 1.gb0oooooogon

add-int, sub-int, mul-int, div-int,
rem-int, and-int, or-int, xor-int,
shl-int, shr-int, ushr-int,

add-long, sub-long, mul-long, div-long,
rem-long, and-long, or-long, xor-long,
shl-long, shr-long, ushr-long,
add-int/2addr, sub-int/2addr,
mul-int/2addr, div-int/2addr,
rem-int/2addr, and-int/2addr,
or-int/2addr, xor-int/2addr,
shl-int/2addr, shr-int/2addr,
ushr-int/2addr, add-long/2addr,
sub-long/2addr, mul-long/2addr,
div-long/2addr, rem-long/2addr,

gooo

and-long/2addr, or-long/2addr,
xor-long/2addr, shl-long/2addr,
shr-long/2addr, ushr-long/2addr,
add-int/1it16, sub-int/1it16, mul-int/1it16,
div-int/1it16, rem-int/1it16, and-int/1it16,
or-int/1lit16, xor-int/1it16,

add-int/1it8, sub-int/1it8, mul-int/1it8,
div-int/1it8, rem-int/1it8, and-int/1it8,
or-int/1it8, xor-int/1it8,

neg-int, neg-long, not-int, not-long,

int-to-long, long-to-int, cmp-long

if-eq, if-ne, if-1t,
if-ge, if-gt, if-le,
oooao if-eqz, if-nez, if-1ltz,
if-gez, if-gtz, if-lez,
goto/16, goto/32

move, move/froml6, move/16,
move [ 0O move-wide, move-wide/froml6, move-wide/16,

move-result, move-result-wide

const/16, const,
const [0 [ i . .
const-wide/16, const-wide/32, const-wide

sput 00 sput, sput-wide

sget OO sget, sget-wide

invoke O O | invoke-static

nop 00O nop

vo~v255 0 00,int OO0 0000000000 DOO0O 30
O0000,00 add-int v12, v234, v75 000 00. DEX
goooooObooo0ooo0ooooooobobbOoooooo
0doboooooooooooOooboooooooooo.
000,int 000000000D000ODOO0O long 00000
mul-long OO0 0OOOOCO0O0OO,long000000CODOOO
000000000 int 00000 add-int 0000 OQOGQ
gooooboooboob0. bo0o,0b0o0obDboOoOoDbOoo
00,00000000b000bO00o0b00ooboooDoOooDoo
dooooooo,00o00o0oooooooooooooo
opooo.

ooooooOoooooooobo1000. 000000 oDo
0@0o000o0000o0oooooo0 20000000,
0000, move 00, 0000000000000 (const),
0000000000000 00O0O000 (sput, sget), O
000000000 (invoke), 000 nop DO DODOODO.

ooobooooooDoooooooobobOobOoobOoo
doo0,000o0o0oooopoooooooooooon. oo, o
oobobobOobOOobOobDOobDOobOO0obOO0ooooboobobo
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gboboooooocoodooobo,obobouooooooooooo
goooooooocoobo.oboooobooooobooobooo
goooo.

() boUooOoooUoOooOoUoUOoOo 1ooUoo.

(i) JDo00o0o0oO0oO0DoUDoOooDUoOoOOoOUO,0DoOO
oggoobobooobobooon.

03 (c) 0 0x4253 0 if-eq 000D, () 0 30000
rem-int/1it8 00 U000, (i) 0000000000000
00 rem-int/1it8 00 O00OOO00OO0O0O0O0O0O0OOOOCCOO
000 (12)00o0oOoooUooooooo.

gooooooooobooobo,0o0ooooobooooooDo
gboooooooooooooooooboo,0obooo0oooo
000 invoke UOOO0OO0O000 main OOO0O0O00O0O0OOO.
gooboboooboboooobooobboon.

() boUoOooOooDoUOoOoooooUooo.

() main 0000000000 DOO0OOODOOOODOOO
goboo100o0o04d.

(i) O00oo0O0OO0OOO0OO0LOOO0OOUOOOUOOUOOOOO
(move-result) 00O ODO.

03(c)0 00000 oxi13e 1000DOO, 00, (i) O,
0000 vi, v, v5, v8, v9 00DO0DO0DOD, (i) O, (c)
000000000000 methodeoOO7 DO ODODO. OOO,
(1) 0 int 0000000000000 00O move-result
ooboocoo ox1141 000O0ODO.
2.00000000000

gbobooooo,ocobooocoboooooboooooono
gboo,00o00o00ooooo0oooooooobooooooboo
o.0ooooooooboooooboooooboooooo
gooooooobo. ooocooocoobooooobooobooo
gooo,0o00ocoboooboooo,obobobooooboo
oooO0oooooO0. ooO0,03 ()0 DOOOO 0x113b
0 div-int/2addr 00 O00000000COOO0O,00000
0x113b ~ 0x113c DU O O0OOOO0O0OO0OOO0O0O 0x4260
gbooboo. ooo,b00b0b000 ox113cooonoo
oboobooooOoboooooboOonDOon ox426200000.
000,000000000000 (32)000000 0x425e
goooag.

. Ob0booooooooo

00 [@Boo000ooo000oo0o0oooUoo,0D00oobooo
gbooooooocoooooooo,000b000o00oooo
gobooooocoooooobob. ooob,0b00b00000
gbooooooocoooooo,boooo0oboooooooo
goooooooocoobooobooooboobooooooo. o
ggoboboobobooobbuoobobboobbboooobo
gboooooooobooboooobo,oboboobooboobooo
00000.03 ()0 00000 ox000000,00000
000 vo0D00 it 0O00000,int 0000000000
023494 0000,0000vo000OUOOOO (const) O
gooo.

3.4 000O0O0OO0O0OOO0ODOO

OO0 [B00,Jva00000000O00O0OOOOOODO
goooooooooooo,bEXoOooooooooooo
gbooooooooo,bcoo0obooooooooooooo
gooooooocoooooooo.oboooo,obooooo
go000O,0,0000000000 DEXOOODOOODOO

02 000000000000

O od

0x0010 (OOOOO0O0ODODOO
volatile |0x0040 |00O0COOOOOOOODODOO
transient | 0x0080 | DU O0O0OO00O0OOOODOOODO
synthetic | 0x1000 | OO0 0OO00OO0O00OODOOODO
enum 0x4000 | OOOO0OOO 1000000

final

000000000000, bEXO00DOOOOOODDO
goooooo. ooboo,0bobooooobooooDo
gobooooboooooobooooooon.

Fieldids 000000000 OODOOOOCOOOOOO
oooooob 10o0o0o00ooooooogoooog,
Fieldiids 0000000000 O0O0O0O0O0OOCOOOOOO
gooo.

O000,0000000 DataOOOOOODOOOOOOO
goooobooooobooooooboooooobooo,boooo
gooooooboooobobooobooooooboooooo
U.dooooobooocbooooooboooooooo,oo
goooobooooobooooobooooboobooo,boooo
goboooboooooooooooog.

O0,Data00000000O0ODOOO0OOOOCODODOO
gooooooooooooo,obooobbobooooooooo
oboooooooooo. booooboo0ooooooa
ub2000000000,000000C0000 1000
gooooo. oog,0o00oooooboooboooooobog,
static0O00O000O0O0O0OCO,O0D000000O0C0O000¢0
00000 staticOOOO oxoo08 ODOOODO.

String ids 000000 Data0ODODOO0OOCOCOOOO
ubooobooooooboooooooooooboooboooo,o
goboooooooobooooboooooooboooooboo
000,000000000000000000 String-ids O
ooooooooao.

4. OO Q00O

000000000000 0000 Perlb00000. 00O
0000 Linux (Ubuntu) DO0D0OO.

00000000 DEXOOOOOOO,ARTOOOOO
OoOoooOoDoOooD. ooOo pEXOoOOoO, adb
(Android Debug Bridge) 0000000 Android 0000
OO00O000O000000. 000 Ubuntu 14.04 LTS OO
O, ART 0000000 2.1.0, Android DO O0OO0OOO
000000 Android 9.0 000. 00O, dex20at DO OO0
00000 “Optimizing” OO00. O00OO0OO0OOOOOOO
DEX O0OOO0OODOO0OUOODOUOOOO0OO 60 (int O 30, long
030),0000000000e6536000,0000000
gooboooboopoooooOo wooobooo.

ocoooooo 3000, «coroooboooooaon,
“Ytest” OO DO DOOODOOOO, “4error” 000000000
goboboobboobboobboobbo.ogoboag,
oobooooobobooobooooooobooooooon.

000000 @B0o0o0o0oo0o0oooooooo
4000.000000,10000 DEXOOOOOOOOOO
0.00000000000OoU0OO0OooLOoO,00@EoO
ooobobO 10000000000 00O0DOO0000DO0OO
ooobO.0000000000o0o0oob0 400 10000
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030000
#error
i h
time [h] | 7#test verify | quicken | space | speed | everything
320 | 45,714 0 0 0 0 0

(Ubuntu 14.04 LTS, Xeon 3.60GHz, RAM: 16GB)

04 0000000C0CO0OO0OO0OOOOOO

oo @] ooo

0oooo 3.0 9.0
000 1000.0 | 7000.0
0000 [O/h] 756.0 | 180.0
ooooo 0.0| 1064.4
SEGEEEEEEEEE 0.0 12.2
ooooo 0.0 853.6
oooo 27.0 | 100.0
000000000 (0D0O00) 3.0 250.1
0000000000 20.0 | 288.3

0oo 10.0 2.0
bDOObo (0000 gy 140 255.0

0oo 10| 3818
neonoIb 000 21.0 | 65094.7
oooooo 20.0 | 65536.0
00000000000 3.0 12.0
0000000 [kB] 85| 1562.9

gbooo,0oooooboooooooooooboo voooo0oo
goooo,0000boo0oo0ooooo0oooboooooog
go.ooooo,boboocooboc0oobooooooo,boOoo
gboooooo,o0oboooooooooooooooooo
goo,0boo0ooobooooooooooobooooooo
gbo. o0oo,00b00b00b0b0co0oobocoo0ob0oboobooooo
gbooooooooooooboooo,000o0b0000000
ooo0. 00000 bEXOOOOOOoooooooooo
gbooooooocoooooooooooobooooboooa, o
goboooboooooboboobooooobobooooboo,
gobooooooboooooboooo.
gbooooooooooooooooo,0obo0o0o00ooDoo
gobooooooooogoobobooboo. oboboo,ooboo
gobobooooooooooobooobooooobooooboooo
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