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Formalization and Verification of CCN Protocol on a Tree Topology
Using a Proof Assistant Coq

TAKASHI MORISHIMA!  Mizuki GoTo! SoSUKE MoricucHI! KAZukO TAKAHASHI!

Abstract: Content-Centric Networking (CCN) is a communication architecture which was developed by
Van Jacobsen on 2009. Communication on CCN is based on the names of objects, rather than on addresses.
CCN can store contents on relay nodes. It is said that CCN improves network efficiency and reduces response
time, but it is not a well-established technique. Although its behavior and performance are explored mainly
by simulation, the behavioral correctness is required to be verified for its practical use. In this model, the
matching process undertaken on each node is implemented and all events of sending/receiving packets are
managed by a unique list. We proved two properties as behavioral correctness of this model on a binary tree
topology. First, a user can retrieve the content if it sent the request under the condition that the content
exists in the network. Second, a user must have been sent the request for the content if a user receives it
under the condition that the content exists in the network. We have implemented the model and proved
these properties using a proof assistant Coq.

J BEIZFELTWS. L, 2—HRarvsrysrel

ZA
L i MHEBLNENEND Z L IZFELNEL, aVvTFUY R
A V=32 NTNT Y MEBEDRIENRTE TRk, ¥ B EeNTENE D THS. ZHNEFBED, “LIr
50 £ THEEIZ 500 T U NN DAV FUYNAY hT— WD “TRUVRZRHALZA VA =2 FORESEE FIE L

TW3ZLiZh%. KHEONR L% Content Centric
TR N R,
Kwansei Gakuin University Networking (BA N CCN)[5] & “&iZ7&wS “av sy

T 2R LR S SR TR T 669—1337 LML= Ml ZPEEBUZH UOVEELFATHS. /ERD@BIETIE, 7
2-1 Tel: 079-565-8391



2014-103-(3): BHRUWEBZR SOV S I Vv ITHRs RKRER 20153 H9H

RUZZFALTEEZ LTS, CCNIEZATY
MDA THEEEZB ZAD. CCNORHLE LT, a2V T
UV EEEOFH) — RTHFy v aTEBDT, £V H
7 — 27 ORAROM EX, INERFEORMENZE TN,
7272U, CON I3BIE S RS Z b TH Y, M
INZHEHAMTIEAR L, BEDEYPEDIERILI T VAR,

EMME, BR2 SRR € ME L 28 DDEAKE LT
RIND. ZOMRADET[ITIFRE D B2 L, BMEET 2
HIIZR U CGRIRT 2 08 H 5. 22 TlE, E4MEEIE
BEATNZHUTELVHEAEEKTEIZ L LdD. Zhz
BEIZELTYTEDD L, 5/ — RPEREHETIE,
ELWVIGENR-TL 22 0WH 2 ThHhD. ZDOEHRIE
WM& WGE U 72 F [2][12] 1 DAY, CON 2R e U
MEIZI N TR,

EBEHELIFZINETIZ, CCNOTT b a)V%E I ER
Coq TIRIIIZETILL, EXEMHE L TAEL 22000
FEEHEZFIL 2 13]. 272U, TOMETIER ) — R
B)—ROEFZEELUEZETNDARZRIZE LT/,

AWFZE T, FEERRBYTIEARL, J— REzEEE
U ROZY 8T —27 M ROVIZEWTERNRE
UCEIfEDIMEE R 5. Coq 2fHHTE 22T, HDEHHE
TaT 5 AWE S THEE D PHLEO I T8I %
HETIRNEDREDIZ, MBRHEHEZEZDIENTE
5. BARIZIE, E4MHEO 122 LT, 2—UrHdav
FTUVERERTNE, BTELVEDEZETILZILE
BGREL 72, RFEROMBIL, PIRO@EY TH5B.

82 ETIIHRNTHEICOWTRA S, 83 &= TlE CON
DO EZ R ARS, 24 FETIEZ CCN DETILIZDOWTHR
R%. 5 ETIE Coq TOMILIZDVWTHRRD, 6=
TIXEEHRR U ZETVOERHEFAIZONTIERARS, 7
HFTIEFEDEESBOPPEIIDONTERS.

2. WAWFE

—RIIKHRE T O T ATHRR D IS IZET ML, &
KIXNDAREZTEZ U TO 2 0 EMICHE UREES 2 /5
EEERNFEL VNS, BAWICHEZEAS LTI S
VR TR A M D RREE X R IR BE T O MGE S I HEIZ &
5. 272U, EOLDITHAMLTEH, Wiz &I ETHE
SMEET DD, LWV m Ty Ta—FOFENEDL-ST
3.

RENBTHELE U TETIVRE & EHAEAD 2 D0 H
5. ETIVREIXNREN LY —IVIZ, Spin[3] ¥ SMVI8] 4
ENHY, ®IY DB TOREE(Z MHHENIZMGET 2
FHET, FLAEDY—INTEES> ZEDTELZETIVIE
GRTHD. F7z, H2T7—KIZHLT, HDEEELLT
W e X, BRICKTDEERALND LD KHBIDFE
HR2HWETER51F, ETVREZANET S LEHBEIE
V. RO L DENERMEDE G ERZ D ETIVRERS

TS [7) 2, 1EL A LDE TR IS Z B8 T
BIRD 7D, RIZET VL% MEZ T TRIEDERID U
ThH, EFNVORENIEAM ZIZ W,

—7, THEHEIE, HDRMR L TOHmH A% [HH
U, BERINDGUEERME- LTV E D PREET S ik
ThHd. EHIHDRERN LY —IVIZ, Isabelle/HOL[9],
Coq[1], PVS[11], ACL2[6], Agda[10] & EAH 5. Zhb
ISFEHAS R L EIEIEND . EHEEEITIX IR E TR 2 5
728, EFIVE LY BRGEERPFDIAN. X 51T, WEEi
DEPEGEIH AR IS BEBE R I ZERADNE D 726D, @& TREEWIC
LA EPTV,

AR TIE, BEHRAOKRILELZRD. IVTFUIY%
) — REUFERTH B DT, ERADME % & X 2 EHEE
HDOAMRENT WS, F£72, ZEF/5— MI&->T, KEH
WCHENRZE DD 2 Y R —21280WT, EZEARY W
DELNINE D POYIE % BFEICE 28 R 2 NFEELOD
MERMBANT VWS EEZO5ND. X 5L, CCNDY —
A J— KM Java TEDLNTWD 720, BOIGHEZEZ, i
SELDHBMEDZ N Coq 25 Z &I1ZU 72,

3. CCN O#=E

CCN[5] I Van Jacobsen 2M8E U7z, a7 VY D£H]
WEOSWTEEZBIROAY NI T —FF77F ¥ T
HD. CON IZYHM R XY N7 — 7 DRGEICEFT 22
5288, V7N T UTOMRERZZ SR 2 /20)
T, BBEOA VI IANTIIF v RITHETLE LN TE
5. J—R&iFa—¥%, V—&, ¥Y—N\DO3HEDO & T
HD. WROBEFETIE, 757y ME22DT RV A%FIH
U, 220/ — RETHEEARLY SL> Tz, CCN Tt
M) —RTaAVTFUVEFYYYaTEIILENTE, FhXK
MizaysFo Y 2BETES.

TCP/IP & CCN OEEDENILLRD 3 M ThD. F
T, WETHS /Ny hOREREIK, TCP/IP TlEHMZR D
IZxF LT, CCN TIHEREIGED 2 FEII T TWD.
WIZ, TCP/IP TIINNT Y MIfFERDT RV A% F-H
TWZDIZH LT, CCN Tlkavy Y& ef-ETw»
5. F72, TCP/IP Tl / — RiZ/Ny 7 7 OERE L M/
BnAS, CON TR~ 3EEOMEEZ 2o,

3.1 CCN D/ b

CON IZERD E 51287y b2 AU Z@ETIEH S
A%, Interest /377w K (E3K) & Data /87y b (I6E) D 2
PRI CHERR X 5. Interest /877w b, Content Name &
Selector, Nonce Z#§D 2%, 4 [alid Content Name D AT
HHU, AV TV HH0OARERDE L. 2Oy M,
A—Y¥RY—NZEIFTary T Y EERT IEITHN
%. Data /37w M, Content Name, Signature, Signed
Info, Data D 4 D% FFD»%, Interest /37w b L FAKRIZ,



2014-103-(3): BHRUWEBZR SOV S I Vv ITHRs RKRER 20153 H9H

4 [a)i% Content Name & Data ® 2 DIZEHL, IV TF YV
WEZEFDAVT UV T—=REREDE L. 2Oy
&, =R T =X EIRETIEICHNSND.

3.2 CCN D&/ — RO FOERER

&/ —ROFDHEEREE, ROXS17y bz
Fyv¥add8EE/Z 17 TIEA <, Forwarding Informa-
tion Base(LA'N FIB), Pending Interest Table(BA N PIT),
Content Store(BA T CS) D 3T H 5.

FIB &, Interest /37y NSHBO IV T VY R FEDH—
NZEEDBELSEDITHEERTE2DIHCONS (X1). FIB
WZEH AV T UVENEEN, Interest /STy kDI VTV
WEHEHERL, —BINEHRO I Y T Y R RREET D
Y—=NENID ) = RNREETHIENTES.

Interest I
acke k

p.
=N

1 Forwarding Information Base

PIT I&, 2—¥»5Y—NZMIF T Interest /377w b D3
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Fixpoint list_check (El:Event)(LE:list Event):bool :=
match LE with

Inil = false

|E2::TLE = Eeq-dec E1 E2 ||(list_check E1 TLE)

end.
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Definition Interest_Match(N1 N2:Node)
(LE:list Event):list Event:=
if CSmat(Entry N2 LE)
then (
if list_check (Say N2 Data) LE &&
list_check(AddStruct N2 (PIT N1)) LE
then LE
else Say N2 Data::
AddStruct N2(PIT N1)::LE

)
else
if PITmat (Entry N2 LE)
then (
if list_check (AddStruct N2 (PIT N1)) LE
then LE
else AddStruct N2 (PIT N1) :: LE
)
else
if FIBmat (Entry N2 LE)
then Say N2 Interest ::
AddStruct N2(PIT N1)::LE
else LE.

Interest_Match 1%, 2 20 Node %, 1 DD Event £
A N5 S Event Bl A MADBEKTHS. HlZIE, CSmat
M false, PITmat A false, FIBmat »* true TH - 72354,
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1 R T Interest /37w b DiEfE L, AddStruct f NV
FTPIT 2#Z2EWVS 2DD1A RV NEENMNTD.
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Definition Data_Match (N : Node)
(LE:list Event):list Event :=

if (PITmat (Entry N LE))

then(

if list_check (Say N Data) LE &&

list_check (AddStruct N CS) LE

then LE

else Say N Data :: AddStruct N CS :: LE

)
else LE.

N R RERERERIIAR T TV EHERON, K
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Inductive Cen : list Event — Prop :=

|Cnil : Cen (AddStruct 1 CS :: nil)

|R_ccn : forall(LE : list Event)(N : Node),
Cen LE

— 1 <N

— In (AddStruct N FIB) LE

— " In (Say N Interest) LE

— ~ In (AddStruct N CS) LE

— Cen ((Say N Interest) :: AddStruct N (PIT N) :: LE)
|F_cen : forall(LE : list Event)(N : Node),
Ccen LE

— In (Say N Interest) LE

— Cen ((Interest_Match N (parent N) LE))
|B_ccn : forall(LE : list Event)(N : Node),
Cen LE

— In (Say (parent N) (Data)) LE

— In (AddStruct (parent N) (PIT N)) LE
— Cen ((Data-Match N LE)).
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Lemma Forward?2 :
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