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Modeling and verification for CCN using a proof assistant Coq
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Abstract Content-Centric Networking (CCN) is a communication architecture which was developed on 2009.
Communication on CCN is based on the names of objects, rather than on addresses. Although its behavior and
performance are explored mainly by simulation, they have not been well-established, and behavioral correctness is
required to be verified for its practicel use. In this paper, we create an inductive model for a CCN protocol and
implement the maching process undertaken in each node. Then we prove that a node can retrieve the content if
and only if the user sends a request when it exists in the network, as one of behavioral correctness.
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B/ — R0y 575, PIT I Interest 237 v N & 2615 L7zDi
N—LF ADBTHDEVILENH DI, V=5 A DK
Data /37 v EBREEIND. V—F ABnL—% C b Data
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CCN OET L%, RINEIZE SN TR IR ). IRk
TV BRIRE, BEERRREESCAE O & A ENEROLE X 5
ZLThD. BUEIEA  — FOBRE, v MU —7 OBEILE
EL, FIBZF>/ — REFIRETEX 2TV EXIGIZL
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THIEES Z & TREL TS, SRR 71277 Bl 5
2.

Agent £ 1X/ —FDOZ L THY, user, routerA, routerB,
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Inductive Event : Type :=

|Say : Agent — list Agent — Packet — Event
|AddPIT : Struct — Agent — Event

|AddCS : Struct — Agent — Event.

INBDOARY FERRIIV A NTEHRL, ZORxZTED
J— RBFOMRBER IR SH D0, 20U 2 a2 THERT
5L TR L7z, F£72 Coq Tik, —#%AY72 else if XD X 5
7R, FMENET DN =y T T ORI H LN, Trs
Z L0 LSRRI S BRTIF RV, v v F s
DN T 2 D& D> CEAAE & =3 BAECE BN L Cxbii L7z,

UFo7a 7Z A%, Interest X7y MR~y F U745 &
EDEXRTHD.

Definition Mat (A1 A2 :Agent)(C1 : Cname)
(LE1 : list Event) : list Event :=
match (CSmat (Entry A2 LE1 C1)),
(PITmat (Entry A2 LE1 C1)),
(FIBmat (Entry A2 LE1 C1)) with
[true, _, - =

(Say A2 (Al:mil) (Data C1))
:(AddPIT(PIT C1 A1) A2) ::LE1
|false, true, - =

(AddPIT(PIT C1 A1) A2):LE1
|false, false, true =

(Say A2 (connect A2) (Interest C1))
::(AddPIT (PIT C1 A1) A2):LE1
|false, false, false = LE1

end.
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Sa : forall(C1 : Cname)(LE1 : list Event),

Send LE1

— In (Say user (connect user) (Interest C1)) LE1
— Send (( Mat user routerA C1 LE1 ))
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Lemma FORWARD :

forall(LE1 : list Event)(C1 : Cname),

Send LE1

— In (Say user (connect user) (Interest C1)) LE1
— exists eLE : list Event,

Send (Say routerA (user :: nil) (Data C1)

: eLE ++4 LE1).

Lemma BACKWARD :

forall(LE1 : list Event)(C1 : Cname),

Send LE1

— In (Say routerA (user :: nil) (Data C1)) LE1
— In (Say user (connect user) (Interest C1)) LE1.
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