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Verification of Electronic Cash Protocol Using a Theorem Prover

Takeshi YASUDA and Kazuko TAKAHASHI

We show inductive modeling of an electronic cash protocol and verification that its requirements are
satisfied using a theoreom prover Isabelle/HOL. It is said that an electronic cash should satisfy the
following six requirements.  Independence, security, privacy, off-line, transferability, and
divisibility. An electronic cash scheme that satisfies all of them has been proposed.

We formalize the protocol on this scheme. The scheme is implemented using a binary tree on
which the operation for divisable use is defined. Moreover, double-spending is detected by the
bit-commitment. We define the data structure and recursive functions that reflect these mechanism.
In modeling a protocol, we use Paulson’s inductive approach, in which each event of

sending/receiving is stored as a trace.



We verified the security and divisability of the six requirements. As for security, we verify the
assertion that if double-spending of an electronic cash occurs, then it can be detected. As for
divisability, we verify the assertion that if we use some portion of a well-defined electronic cash,
then the reminder is also a well-defined one.

As a result, we showed the possibility that thereom provers can be applied to verification on
electronic cash protocols.



